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1. Purpose
This policy outlines FloorSkills’ approach to ensuring the safety of learners and staff when using technology, including internet access, email, and social media. It applies to all staff, learners, contractors, and visitors, and covers use of IT systems both onsite and during remote learning sessions. Online safety forms part of FloorSkills' wider safeguarding arrangements. Online concerns will be managed in accordance with the Safeguarding and Prevent Policies where there is a risk of harm to a learner or others.

2. Legal and Regulatory Framework
This policy is operated in line with:
• UK General Data Protection Regulation (UK GDPR)
• Data Protection Act 2018
• Data (Use and Access) Act 2025
• Keeping Children Safe in Education (KCSIE) 2025
• Ofsted Education Inspection Framework (EIF) – Safeguarding requirements

3. Roles and Responsibilities
• Senior management are responsible for ensuring e-safety policies and procedures are in place and reviewed annually.
• Tutors are responsible for modelling safe online behaviour and reporting concerns.
• Learners are responsible for using technology responsibly and following this policy.
The Designated Safeguarding Lead (DSL) is responsible for ensuring online safety incidents are managed in line with the Safeguarding Policy and Prevent Duty, including concerns relating to online exploitation, cyber-bullying, online radicalisation and inappropriate online behaviour.



4. E-Safety Education
Learners receive online safety education throughout their programme, including:
· safe internet use 
· responsible use of social media 
· protecting personal information 
· recognising phishing emails, scams and online fraud 
· cyber-bullying 
· online grooming and exploitation 
· misinformation and fake news 
· digital wellbeing and healthy technology use 
· reporting online concerns 
· responsible use of Artificial Intelligence (AI)
This includes responsible use of technology, social media awareness, online privacy, and recognising and reporting abuse or cyber-bullying. 
5. Security and Behaviour

Good security practice
· Use strong passwords 
· Enable multi-factor authentication MFA where available 
· Locking devices when unattended
· Avoid public Wi-Fi unless using a secure connection
· Recognise phishing attempts
· Report suspicious emails immediately
                                                                                                                                                                                                       Expected online behaviour
· Access to inappropriate or harmful websites is restricted.
· Learners must not download unauthorised software or access harmful content.
· Bullying, harassment, or sharing of offensive material online is prohibited.
· Personal data must not be shared without consent, in line with UK GDPR. 

6. Artificial Intelligence (AI)
FloorSkills recognises that Artificial Intelligence (AI) technologies are increasingly used within education and the workplace. AI may be used to support learning and productivity but must never replace a learner's own knowledge, understanding or authentic assessment evidence.
Learners
Learners may use AI to support learning by:
· generating ideas 
· checking spelling and grammar 
· researching topics 
· improving understanding 
Learners must not use AI to:
· complete assessments 
· generate portfolio evidence 
· produce work which is submitted as their own 
· bypass assessment requirements. 
Where AI has been used to support learning, learners may be required to explain or demonstrate their understanding to confirm the work submitted is their own. 

Staff
Staff may use AI to support:
· lesson planning 
· creating teaching resources 
· drafting documents 
· improving accessibility 



Staff remain responsible for ensuring all AI-generated content is:
· accurate 
· appropriate 
· unbiased 
· factually correct 
· compliant with safeguarding and data protection legislation. 

Staff must not rely solely on AI-generated content when producing learner resources, assessments or organisational documents. Professional judgement must always be applied before use. 
Misuse of AI in assessments or portfolio evidence may be treated as assessment malpractice and managed in accordance with FloorSkills' assessment and quality assurance procedures.



Data Protection 
Where an organisation-approved AI platform with appropriate contractual and data protection safeguards is implemented, its use will be subject to separate guidance and user permissions.



No member of staff or learner should enter the following information into publicly available AI systems unless specifically authorised and compliant with UK GDPR:

· learner names 
· employer information 
· assessment evidence 
· confidential information 
· personal data 
· into public AI systems unless authorised and compliant with UK GDPR.

7. Digital Wellbeing
FloorSkills promotes positive digital wellbeing by encouraging staff and learners to use technology responsibly, balance screen time, understand the impact of online activity on wellbeing and know how to access support where required.

8. Reporting Incidents
Any e-safety incidents, including phishing attacks, suspected hacking, inappropriate AI use, online radicalisation, online exploitation, fake websites, suspicious emails, cyber-bullying, or data breaches, must be reported immediately to a tutor, safeguarding officer, or manager. Incidents will be logged, investigated, and appropriate action taken. Where an incident presents a safeguarding concern, it will be managed in accordance with the Safeguarding and Prevent Policies and referred to the Designated Safeguarding Lead where appropriate.


9. Monitoring and Review
This policy is reviewed annually alongside safeguarding procedures to ensure it remains effective and up to date with legislation and best practice. 
10. Related Policies
This policy should be read alongside:
· Safeguarding Policy 
· Prevent Duty Policy 
· IT Computer Usage Policy 
· Data Protection Policy 
· Social Media Policy 
· Staff Code of Conduct 
· Learner Handbook
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