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1. Purpose
This policy sets out FloorSkills’ requirements for the responsible use of ICT resources to protect learners, staff, and organisational data, in compliance with data protection law and funding requirements.
2. Legal and Regulatory Framework
This policy is operated in line with:
• UK General Data Protection Regulation (UK GDPR)
• Data Protection Act 2018
• Data (Use and Access) Act 2025
• DfE Apprenticeship Funding Rules 2025/26
3. Acceptable Use of ICT Resources
• ICT systems must be used primarily for business, training, and assessment purposes.
• Limited personal use is permitted with prior management approval, provided it does not interfere with operations.
• Learner data must be accessed only for legitimate purposes and stored securely.
4. Security and Password Policy
• All staff must use strong passwords and avoid sharing credentials.
• Passwords must be changed regularly and stored securely.
• All devices must be protected by up-to-date antivirus software and firewalls.
5. Monitoring and Data Protection
• ICT usage is monitored to protect data and prevent misuse.
• Monitoring is conducted in line with UK GDPR and staff are informed of its scope.
• Records are stored securely and retained in accordance with the Document Retention Policy.
6. Remote Delivery
ICT systems may be used for remote learning delivery, including Zoom and Microsoft Teams, where appropriate. Staff must ensure that sessions are secure and that learner data is protected.
7. Staff Training
All staff who handle learner data must complete annual GDPR and cybersecurity training to ensure compliance with data protection and funding requirements.
8. Cybersecurity and Risk Review
Cybersecurity controls and ICT risks are reviewed annually as part of FloorSkills’ Business Continuity Management (BCM) and internal audit process.
9. Breaches of Policy
Breaches of this policy may result in disciplinary action and could lead to removal of ICT access rights.
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