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1. Purpose
This policy sets out FloorSkills’ requirements for maintaining a clear and secure workspace to protect sensitive information, including learner records, funding evidence, and organisational data. The policy applies to all staff, contractors, and visitors who handle or have access to confidential information.
2. Legal Framework
This policy operates in compliance with:
• UK General Data Protection Regulation (UK GDPR)
• Data Protection Act 2018
• Data (Use and Access) Act 2025
• DfE Apprenticeship Funding Rules 2025/26
3. Requirements
To maintain a secure environment, all staff must:
• Lock computer screens when away from desks
• Store learner files and records in locked cabinets when not in use
• Keep desks clear of sensitive information at the end of each working day
• Shred or securely dispose of confidential waste using approved methods
• Ensure laptops and mobile devices are secured when not in use
• Use secure passwords and avoid leaving login details visible
4. Data Security
Electronic records, including APTEM data, ILR submissions, and OTJT evidence, must be stored on secure servers or approved cloud systems with access restricted to authorised staff only.
5. Responsibilities
All staff are responsible for following this policy. Breaches of the policy may result in disciplinary action and could lead to funding compliance issues. Managers are responsible for reminding staff of requirements and ensuring appropriate facilities (secure storage, shredding) are available.
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